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Key Findings and Introduction 
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Key Findings

Top vCISO benefits center on business growth, which also aligns with the most pressing strategic goals for MSPs and 

MSSPs, reinforcing the urgency of introducing a vCISO offering to remain competitive02

The number of security-focused MSPs providing virtual CISO services will grow fivefold by next year01

Despite recognizing the benefits of adding a vCISO offering, service providers cite limited in-house security and 

compliance expertise, high upfront investment, and cybersecurity skill gap as the top barriers to entry 03
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Key Findings

Most MSPs and MSSPs already offer components of vCISO, so they could potentially repackage them into a lucrative 

vCISO offering05

91% of companies believe that offering vCISO services requires hiring cybersecurity experts, while 63% cannot afford to 

hire them04
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Introduction 

& Methodology 

https://www.glassdoor.com/Salaries/ciso-salary-SRCH_KO0,4.htm
https://www.getastra.com/blog/security-audit/small-business-cyber-attack-statistics/
https://www.getastra.com/blog/security-audit/small-business-cyber-attack-statistics/
https://www.connectwise.com/globalassets/media/asset-docs/ebook/stateofsmbcybersecurity2022.pdf
https://www.dice.com/career-advice/vciso-a-cybersecurity-leadership-career-path-for-tech-pros#:~:text=%E2%80%9CThe%20vCISO%20position%20became%20popular%20when%20many%20small,experience%20and%20services%20to%20multiple%20organizations%2C%E2%80%9D%20Carson%20said
https://www.dice.com/career-advice/vciso-a-cybersecurity-leadership-career-path-for-tech-pros#:~:text=%E2%80%9CThe%20vCISO%20position%20became%20popular%20when%20many%20small,experience%20and%20services%20to%20multiple%20organizations%2C%E2%80%9D%20Carson%20said


7State of the Virtual CISO, 2023 Report

Methodology
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Report Findings
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Most MSPs and MSSPs Are Already 

Offering Components of a vCISO Solution 

Figure 1: Products/Services Currently Offered by Companies

Figure 2: “vCISO Services”, by Company Size

https://www.cynomi.com/what-does-it-take-to-be-a-full-fledged-virtual-ciso/
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86% of Companies Currently Offer or Are 

Planning to Offer vCISO Services by the 

End of 2024 

Figure 3: Timeline for Offering vCISO Services
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Top Benefits of vCISO Services Validate 

Their Impact on Business Growth 

Figure 4: Top Benefits of Adding vCISO services to an MSP/MSSP’s Offering
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Top Benefits of vCISO Services Are 

Aligned with Main Strategic Focus Over 

the Next 12 Months 

Figure 5: Strategic Focuses for the Next 12 Months
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Top Challenges in Providing vCISO 

Services 

Figure 6: Top Challenges in Providing vCISO Services
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91% of Companies Believe Offering vCISO 

Services Requires Hiring Cybersecurity 

Experts, while 63% Cannot Afford to Hire 

Them

Figure 8: My company cannot afford hiring new cybersecurity experts

45%

46%

10%

91%

27%

36%

16%

21%

63%

Figure 7: Growing our vCISO services or adding it to our offering requires growing our 

cybersecurity team
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Most vCISO Tasks Are Time-Consuming 

Figure 9: Average Hours Spent on Tasks

https://www.softwaretestinghelp.com/virtual-ciso-services-platforms/
https://www.softwaretestinghelp.com/virtual-ciso-services-platforms/
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Demographics
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Country of Residence

10%

90%

Figure 10: Country



18State of the Virtual CISO, 2023 Report

Company Type, 

Company Size, Role 

and Seniority

57%

43%

Figure 11: Company Type

73%

24%
4%

Figure 14: Job SeniorityFigure 13: Role

Figure 12: Company Size

172
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About Cynomi

Contact Spirity Enterprise at 

hello@spirity.hu

or visit

https://www.spirity.io/virtual-ciso 

to learn more.

https://www.cynomi.com/request-a-demo/
https://www.linkedin.com/company/cynomi/
https://www.linkedin.com/company/cynomi/
http://www.cynomi.com/
http://www.cynomi.com/
mailto:info@cynomi.com
mailto:info@cynomi.com
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